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RESUME

Artificial Intelligence (AI) has significantly transformed various aspects of our lives,
yet concerns have arisen regarding security, trustworthy, reliability, and effectiveness,
particularly in safety-critical systems. These systems can be biased, complex, and uncertain,
leading to potential human or financial loss. An Al system should be robust, resilient,
and transparent to ensure safety. The increasing adoption of these Al systems in critical
domains such as healthcare, finance, and transportation has raised significant concerns
about their decision’s reliability, robustness, and trustworthiness. Various safety standards
and principles are presented for critical systems. Current research focuses on improving Al
systems, but little research has been done on ensuring safe Al. To develop and maintain safe
Al potential risks (including bias, data security, and susceptibility to external threats) must
be identified, and procedures must be established to prevent and reduce them. Fairness,
robustness, reliability, and Al alignment are the key criteria for Safe Al systems.

To ensure fairness and robustness, the development of AI models requires sufficient
training data in terms of quantity and quality to make meaningful predictions. Current
research focuses on training large models to make general decisions. However, training
these models requires a lot of computational capacity and training data. To resolve the
limited training data problem, researchers employ collaborative learning (aka Federated
Learning), which collaborates with several smaller groups to pool their computational
resources and local data and train a global model that benefits all participants. However,
their reliability and safety are still a serious concern, especially in critical domains where
errors or biases can have severe consequences.

The research begins with a conceptual framework of Safe Al, demystifying its prin-
ciples and clarifying its role in fostering secure, robust, trustworthy, and ethically aligned
Al systems. Within this context, collaborative learning emerges as a promising approach for
safety-critical systems, but it faces two fundamental problems : (i) data heterogeneity across
subgroups, which undermines fairness and robustness, and (ii) vulnerability to adversarial
threats, particularly data poisoning, which compromises security and reliability.

To address these challenges, two novel contributions are presented. First, FedCIM
introduces a mechanism to mitigate the effects of heterogeneous data distributions in col-
laborative learning, thereby enhancing fairness among participants and improving model
robustness across diverse datasets. Second, RBFL proposes a reputation-based defence
strategy that secures collaborative learning against data poisoning attacks, ensuring resi-
lience and trustworthiness in training environments. Together, these contributions advance
the state of the art in collaborative learning by embedding fairness, robustness, and secu-
rity into its design. By integrating theoretical insights with practical solutions, this thesis
demonstrates how the vision of Safe Al can be realized for safety-critical systems.
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CHAPITRE I
INTRODUCTION

Artificial Intelligence (Al) is revolutionizing key sectors by enhancing productivity,
facilitating personalized experiences, optimizing decision-making, and augmenting safety
Salazar et al. (2026). Al is transforming numerous facets of our everyday existence and is
being applied in almost every field. It automates repetitive tasks in sectors such as manufac-
turing and healthcare, enabling professionals to concentrate on more valuable work and
enhancing total efficiency. Al improves customer engagement in e-commerce, marketing,
and entertainment by providing personalized recommendations based on user behavior.
Employing predictive analytics reveals trends within extensive datasets, assisting businesses
and investors in making more informed, data-driven decisions Winther & Fredriksen (2025).
The effective development and application of Al systems have increased exponentially
over the past decade. However, with the proliferation of Al technology, many concerns
have arisen regarding security, reliability, trustworthiness, and effectiveness, especially for
safety-critical systems. Safety-critical systems are those in which a single mistake can have
intolerable consequences, including a human’s life or financial loss. The key challenge
with the Al models is that these systems are biased, complex, overconfident, and uncertain
about their decisions. Many crucial properties, such as lack of bias, resiliency, security,
and transparency, are essential and may function as recommendations for successfully
implementing safe Al systems. In addition, different standards and principles are presented
for the function, safety, security, and privacy of Al systems. Essential standards for Al
systems must be used in high-risk domains, such as medical devices and mechanized
production units, which are mandated under the Al Act. To protect security, safety, and

ethical concerns, these criteria address a variety of system life cycle characteristics. These



standards and principles must be fulfilled to evaluate Al systems and reduce risk. Therefore,

the assurance of Al systems remains an open problem that needs to be addressed.

There are no universal definitions present for Safe Al. Various existing research
studies Kearns & Ron (1999); Rehman er al. (2026a) explored safe Al in different ways.
However, fairness, robustness, reliability, and accountability are the key characteristics that
make the Al system safe. Al systems can be unfair due to various factors such as bias, data
heterogeneity, limited training data, etc. Robustness is the property of an Al system by
which a system must be resilient to uncertainties, errors, and security attacks. The complex
nature of Al systems makes decisions ambiguous and unreliable. So, interoperability and
transparency must be present in an Al system, especially for the critical domain. Much
research is being done to improve various aspects of the Al system. However, not many
studies have been presented to address the safety question. ”What is SAFE Al, and how can
we develop a safe cyber-physical and critical system ?”” Therefore, resolving these issues
is essential to delivering safe and secure Al-powered solutions for these safety-critical

systems.

To mitigate the limited training data and the computational power, collaborative
learning has been introduced that allows extensively distributed clients, such as mobile
devices, hospitals, or financial institutions, to train a global model utilizing their local data
while maintaining privacy. A centralized server aggregates the parameters of each client’s
local model to produce a global model and transmits this global model’s parameters to each
client for the subsequent training iteration Kairouz et al. (2021). The collaboration aims
to develop a global model that outperforms individual local models trained by distributed
clients. However, the data distribution across the clients differs significantly from the global
distribution ; each client’s local objective will be incompatible with the global optima,

resulting in a drift in local updates. This data heterogeneity can lead to poor performance



across clients, as the global model tends to favor the clients representative of most data.
Consequently, it induces biased performance for certain clients and raises critical concerns

regarding the fairness and reliability of the global model.

Secondly, collaborative learning success relies on the continuous participation of
diverse clients in training a global model. Malicious clients pose significant risks by attemp-
ting to poison the global model through manipulative activities such as providing incorrect
or low-quality data. Additionally, market competition can hinder clients’ participation in
learning processes, such as developing credit score predictors for small businesses, as larger
banks may be reluctant to share high-quality local data Yang er al. (2019). Furthermore,
malicious clients or free riders can obtain the global model without participating in the
training process, contributing random or adversarial updates that reduce model perfor-
mance. Detecting these threats is crucial for maintaining the integrity and security of FL
systems, especially in sensitive domains like healthcare Kumar er al. (2022), where accurate

predictions are vital.

Several studies have been proposed to overcome the data heterogeneity problem
motivated by the understanding that the global model may perform poorly among partici-
pant clients compared to a locally trained model. Existing approaches address this through
various personalization techniques, including regularization, optimization Li ef al. (2021a),
multi-task learning Smith e al. (2017), transfer learning Luo ef al. (2023), meta-learning
Fallah et al. (2020), and knowledge distillation Zhu ef a/. (2021). The main aim of these
diverse techniques is to generate personalized models for each client, disregarding the
inherent uncertainties in model predictions, particularly for clients with significantly di-
vergent data distributions. Additionally, these personalized methods are less suitable for
clients with similar data distribution or less heterogeneous data. Recently, clustering-based

techniques have been employed to mitigate data heterogeneity by training separate perso-



nalized models for clients having similar data distribution Ouyang et al. (2021). Existing
approaches Xiao et al. (2021), Shu et al. (2023) rely on predefined cluster counts, which
can only be determined with prior knowledge about data distributions. Since we do not
know the actual distribution, extremely heterogeneous clients need more clusters, and
slightly heterogeneous clients require fewer clusters. However, dynamic clustering has been
proposed Sattler ez al. (2019); Yan et al. (2024). Most of these approaches require all the
clients to participate in each training round for efficient performance. Some studies cluster
the clients based on the specific threshold Tian er al. (2022); Hsu et al. (2023). However,
perfectly setting the threshold to obtain suitable clustering is challenging. Existing work
only focuses on clustering clients with different approaches ; very little literature focuses

on the fairness and robustness of the approach.

Similarly, various solutions have been presented to address adversarial robustness and
poisoning in the FL process, including principal component analysis & defense mechanism
Khraisat ef al. (2025); Zhao et al. (2024), Shapley additive explanation & support vector
machines Khuu er al. (2024), local model test voting, pullback-Leibler divergence anomaly
detection ‘Li er al. (2022), and data augmentation techniques Yin & Zeng (2024). However,
these solutions require multiple retrainings, are computationally costly, and are challenging

to apply in practice.

1.1 RESEARCH QUESTIONS

The following research questions serve as the basis for this work :

* What is SAFE Al in general terms ? What are the fundamental principles that render
Al systems SAFE, designed to ensure safety, reliability, and ethical compliance while

addressing emerging challenges in safety-critical systems ?



* How can collaborative learning frameworks be improved to address data heteroge-

neity while enhancing fairness and robustness for safety-critical applications ?

* How can reputation-based techniques enhance the resilience of collaborative lear-
ning against adversarial risks like data poisoning, hence securing safety-critical Al

systems ?

1.2 THESIS CONTRIBUTIONS

This thesis integrates three key research contributions : a conceptual exploration of
safe Al Rehman et al. (2026a), along with my two original research studies Rehman et al.
(2025a,a) that address fairness, robustness, and security in collaborative learning for safety-
critical systems. The main narrative is unified by the core research problem : how to design,
develop, and deploy Al-driven systems that are not only intelligent and efficient but also safe,
fair, robust, and trustworthy. This thesis integrates these contributions into a unified story,
delineating the progression from fundamental notions to methodological advancements and
practical ramifications for the future of safe Al. The three main contributions of this thesis

are as follows :

Conceptual Framework of SAFE Al
We provide the conceptual framework of SAFE Al Rehman ez al. (2026a) that emphasizes
the significance of safe Al, particularly for safety-critical systems. We define safe Al and
its actual significance. We show various available safety standards. To ensure safety and
reliability, we outline the different factors that should be incorporated into any Al system.
Fairness, robustness, reliability, and Al alignment are the essential characteristics of Safe
Al systems. We discussed the significance, taxonomy, and problems associated with these
factors. We also examine the various measures implemented by governments to safeguard

the safety of Al



Handling Data Heterogeneity in Collaborative Learning
To mitigate the current research problem of data heterogeneity and provide a more efficient
solution to tackle the fairness and robustness of collaborative learning, we propose Rehman
et al. (2025a) an efficient approach to handling non-1ID data in FL, eliminating constraints
such as predefined cluster counts, client participation, and inferential datasets. We propose
an improved dynamic clustering approach that iteratively groups clients with similar data
distributions, treats each cluster as a separate task, and applies multi-task learning to provide
personalized models for each task. By recognizing each client’s data distribution as a unique
task, our method aims to preserve the benefits of collaborative learning while addressing

the diversity in client data.

Reputation Awareness Contribution Evaluation framework
We propose Rehman er al. (20252a) a reputation-aware, fair contribution evaluation, and
adversarial robustness approach that utilizes the cosine gradient as a utility function. To
mitigate the costly computation of Shapley Value (SV), we employed a fast approximation
of SV called TMCShapley Liu ef al. (2021) to estimate the marginal contribution of each
client. Instead of retraining every permutation of clients, it utilizes prior gradient updates
from all clients to reconstruct the FL. sub-model, which improves the computation cost
while closely approximating the actual SV value. Additionally, inspired by the research
Kang er al. (2019); Xu & Lyu (2020), a history of gradient updates from every server client
managed by the server is tracked to ensure that clients consistently contribute positively to
the global model’s performance over multiple training rounds. Considering the sensitivity
of fair contribution evaluation and adversarial robustness for critical domains, we also use
the healthcare domain dataset, as most of the existing research work requires a test set to

measure the performance of a global model, raising privacy concerns.



1.3 ORGANIZATION OF THESIS

The remainder of the thesis is organized as follows :

* Chapter 2 Literature Review—discusses the pertinent literature and the background
knowledge needed to understand our proposed approaches discussed in this thesis

efficiently. (This chapter is based on my publication Rehman et al. (2026b))

» Chapter 3 presents a conceptual framework that signifies the importance of a safe Al
system, delineates the concept of safe Al, and demystifies the different attributes of
safe Al (This chapter is based on my publication Rehman er al. (2026a))

e Chapter 4 shows an approach, FEDCIM, that handles data heterogeneity in federated
learning to improve fairness and robustness for safety-critical domains. (This chapter
is based on my publication Rehman ez al. (2025a))

» Chapter 5 presents a reputation-aware contribution evaluation approach that secures
federated learning against adversarial robustness and free riders. (This chapter is

based on my publication Rehman ef al. (2025b))

* Chapter 6 Conclude the thesis and provide future directions.



CHAPITRE II
PRELIMINARIES AND RELATED WORK

2.1 PRELIMINARIES

This section outlines the essential preliminaries necessary for a comprehensive un-
derstanding of our methodology. It commences with an overview of collaborative learning,
then presents several concepts such as fairness, robustness, cosine similarity, and Shapley
value. Next, it provided relevant research work that had previously been proposed in a

similar domain to ours.

2.1.1 FEDERATED LEARNING

Federated Learning (FL) Lyu er al. (2020) is a type of collaborative learning that
allows extensively distributed clients to train a global model utilizing their local data while
maintaining privacy. A centralized server aggregates the parameters of each client’s local
model to produce a global model and transmits this global model’s parameters to each
client for the subsequent training iteration ; a standard FL system comprises a set of honest
clients N = {1,..,n} and a trusted central server. The objective is to learn a global model
collaboratively without exchanging the local dataset by minimizing a global loss function
F(w). The global loss function is the weighted average of the local loss functions of N

participants.

N
minF (w) = Z PiFi(w) (2.1)
k=1



Where F(.) is the local loss function for a client k € N with a local dataset Dy and

ny = |Dg|. Here py is the weight of the client k such that py >=0and }}_, pr = 1.

Few) =Y fi(wsxle,ylk) (2.2)
Jk=1

We consider the widely used optimized version of the FL algorithm, Federated
Averaging (FedAvg McMahan et al. (2016)), which is based on the simple aggregation

strategy of iterative model averaging.

2.1.2 COSINE SIMILARITY

Cosine similarity is a mathematical metric that calculates pairwise similarity between
two data points Lahitani ef al. (2016). In ML, it is widely utilized to measure the alignment
between the gradients of two models by estimating the similarity between two non-zero
vectors in an inner product space. It measures the cosine angle between the vectors to
ascertain the direction, whether pointing in the same or opposite direction. For two gradients

Vw, and Vwy the cosine similarity is

. Vwe, Vw
Cosine(Vw.,Vwy) = W (2.3)
C

It returns a scalar value range [—1, 1] where a value closer to 1 signifies increased

similarity and a value closer to —1 indicates greater opposition between the two gradients.



2.1.3 SHAPLEY VALUE

The Shapley value (SV) Shapley (1953) is a fairness concept in data valuation,
originating from cooperative game theory. It distributes the collaborative task payoff among
agents. The fairness criteria of the SV play an integral role in ensuring a fair payoff and

valuation by satisfying the following properties.

— Symmetry : For any two clients i, j € [N], if for any subset of clients S C [N]\
{i,j},U(SU{i}) = U(SU{j}). then v(i) = v()).

— Zero element : For any client i € [N], if for any subset of clients S C [N]\ {i},U(SU
{i}) =U(S), then v(i) = 0.

— Additivity : If the utility function U can be expressed as the sum of separate utility
functions, namely U = U; + U, for some Uy,Us : 2! — R, then for any client i € [N],
v(i) = v1(i) +v2(i), where v| and v, are the evaluation metrics associated with the

utility functions Uy and U, respectively.

— Efficiency : v([N]) = Ly v(i)
The metathetical representation of the Shapley value can be written as follows :

[SIEANT = IS = 1)!
[N]!

¢i(v) =

SCN\{i}

(v(SU{i}) —v($))

Here } s\ (;) represents the sum of all possible coalitions that a player i can join, which

[SANI=IS|=1)!
!

] denotes the weighted average (probability that the player makes some contri-

bution) and (v(SU{i}) —v(S)) provides the marginal contribution of the client i to the

coalition S.

The symmetry principle ensures fair assessment of each client’s contribution, while

the zero-element property prevents clients from being considered if they aren’t beneficial to
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the coalition. Additivity and efficiency properties ensure the utility of the coalition equals
all clients’ contributions. Although SV ensures fairness, it requires repeated training with
different permutations of FL participants, which is computationally expensive and not

applicable to multiple client scenarios.

In the next two subsections, we define the concepts of robustness and fairness in
machine learning based on previous work Fallah er al. (2020); Zhu et al. (2024a). Our work
focuses on the unfairness issue caused by the non-IID data distribution among clients. This
type of fairness is called representation disparity, a serious challenge in federated networks
that can cause significant performance variations across clients, potentially leading to

uneven outcomes and, thus, a decrease in the robustness of FL models.

DEFINITION 1 (FAIRNESS) :

Fairness is the uniformity of model performance distribution among users. For any
two models, w; and wy, we can say that model wy is more fair than w; if the test performance
distribution of the model w; across the network exhibits greater uniformity than that of w,.
It can be denoted as var{Fj(w1) }re[k] < var{Fi(w2) }rc[k], Where Fj(.) represents the test

loss on client k € [K], and var signifies the variance of the accuracy Fallah ez al. (2020).

2.1.4 DEFINITION 2 (ROBUSTNESS) :

We delineate the ideas of robustness according to prior research Li ef al. (2021b); Zhu
et al. (2024b). The current literature has examined various forms of training attacks Lyu
et al. (2022). However, we concentrate on poisoning, Byzantine attacks, and free-riders,
wherein malicious clients might transmit random or malicious updates to the server to

compromise training. The precise notion of robustness is : For any two models, w; and
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wo, we can say that model wy is considered more robust than model w, if the average test
accuracy for benign clients utilizing model w; exceeds that of benign clients employing

model w, under adversarial conditions.

2.2 RELATED WORK

Safe Al currently lacks a universal definition. Various existing research studies Kearns
& Ron (1999); Rehman er al. (2026a) explored safe Al in different ways. However, fairness,
robustness, reliability, Al alignment, and accountability are the key characteristics that
make the Al system safe. Building on this foundation, this thesis has examined fairness
and robustness as two core pillars for constructing safe Al systems, demonstrating how
bias mitigation techniques and adversarial resilience mechanisms can be systematically
embedded in Al pipelines for safety-critical applications. Fairness-focused research has
largely concentrated on detecting and correcting disparate treatment across protected
groups, while robustness research has addressed a model’s resilience to perturbations,
distributional shift, and adversarial manipulation. Together, these two pillars represent a
substantial step toward operationalizing the abstract principles proposed by frameworks
such as NIST’s Al principles & features of Standards & (NIST,N) and the OECD Al
Principles for Economic Cooperation & (OCED), translating high-level trustworthiness

attributes into measurable, testable properties.

However, existing literature tends to treat these pillars in isolation, evaluating fairness
or robustness as standalone objectives rather than as interdependent components of a unified
safety framework. This siloed treatment obscures important trade-offs : interventions that
improve robustness (e.g., adversarial training) can inadvertently degrade fairness across
subgroups, and fairness-constrained optimization can, in turn, reduce a model’s resilience to

distributional shift. Moreover, the broader body of work reviewed in this thesis reveals that
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transparency, accountability, and explainability are frequently addressed as afterthoughts or
compliance checkboxes rather than as design-time considerations, leaving a gap between
regulatory expectations (e.g., GDPR, HIPAA) refer (b); Government (2024); (GDPR);

Goddard (2017) and the technical mechanisms needed to satisfy them in practice.

Perhaps most critically, Al alignment — ensuring that a system’s learned objectives
and behaviours remain consistent with human intent, especially as models scale in capability
and autonomy — remains conspicuously underexplored relative to fairness and robustness
in the safety-critical systems literature. Existing standards and taxonomies (Section 3.3)
Fig 3.1) acknowledge alignment only implicitly, if at all, despite its centrality to preventing
unintended or emergent behaviors in complex Al systems. This omission motivates the
approach proposed in this thesis : rather than advancing fairness and robustness as isolated
pillars, we position them alongside transparency, accountability, and most critically — Al
alignment, within a single integrated framework, allowing the interactions and trade-offs

between these properties to be assessed jointly rather than in disconnected silos.

2.2.1 FEDCIM Rehman et al. (2025a)

Several approaches have been presented to tackle the challenges of data heterogeneity
in FL. For example, Sattler et al. Sattler ez al. (2019, 2021) proposed the first cluster FL.
approach, which recursively bi-partitions the two client groups based on the diversity of the
gradient update. Ghosh et al. Ghosh ez al. (2020) presented an L2 distance-based clustering
technique that utilizes a weight-sharing mechanism to train separate final layers for each
cluster. This approach requires continuous communication and is significantly influenced
by the initial configuration of the cluster count. The study Gong er al. (2024) proposes a
clustering method that uses local training epoch adjustment and weighted voting to filter

non-IID data efficiently, which may raise privacy concerns.
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Different strategies have been investigated for dynamically clustering clients. Liu
et al. Liu er al. (2024) presented a secure aggregation method that partitions users into
clusters using gradient sparsification and encryption mechanisms to reduce communication
overhead and eliminate semi-honest customers. Some existing studies Yan et al. (2024);
Morafah er al. (2022) utilize an adjacency matrix and incremental clustering to cluster
clients based on data distribution similarity but require an inference dataset to measure
similarity. Similarly, threshold-based approaches Tian ez al. (2022); Hsu er al. (2023); Li
et al. (2023); Du et al. (2023) aim to eliminate a fixed number of clustering requirements
using a similarity matrix, but accurately adjusting thresholds to avoid losing valuable clients

remains a challenge.

Duan et al. Duan er al. (2022) propose flexible clustering based on k-means simila-
rities in model parameters, balancing communication and accuracy. Holzer et al.Holzer
et al. (2023) use dynamic k-means clustering, addressing privacy and security concerns
by dynamically prioritizing updates during clustering. However, sharing each cluster’s
information with the server may raise privacy and security challenges. Research in Lai
et al. (2024); Tan et al. (2022) addresses communication challenges in clustering clients by
analyzing prototype similarity. Every client must compute and share the data prototype with
the server, which raises privacy concerns. Similarly, Lu er al. (2024) clusters clients based
on client data similarity and predictive uncertainty. Predictive uncertainty raises privacy
concerns and increases computational costs due to data similarity estimation, necessitating

each client to download the global model from the server.

GAN-based clustering Kim ez al. (2020) compresses data into latent space, improving
accuracy and privacy. However, diverse latent representations may result in multiple clusters.
A similar study Radovi¢ & Pejovic¢ (2023) clusters clients without requiring training or

data labels, using autoencoders to create a latent space and find the similarity based on
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correlations between client embeddings, but it still requires unlabeled data collection. The
study Ouyang et al. (2021) proposes an optimization method to improve communication
costs during client clustering, utilizing correlation-based client selection and dropping
out of straggler clients but requiring client participation in all communication rounds.
The studies in Xiao ef al. (2021); Shu et al. (2023) propose a method to measure client
similarity using local model parameters with a predefined number of clusters initially ;
still, this method faces challenges, as insufficient or excessive clusters can lead to incorrect

clustering of clients.

Research on clustering clients primarily focuses on the efficiency of clustering and
communication overhead, with less emphasis on fairness and robustness. Hierarchical-based
clusteringlLi ef al. (2023), proposed in a human activity recognition setting, faces challenges
in setting the right threshold for optimal clustering. The larger the clustering threshold,
the more difficult it is to merge the two clusters. To tackle the challenges, including the
predefined number of clusters and the selection of all clients in every training round,
robustness, and fairness, we presented an iterative strategy that iteratively clustered clients
by reassigning them to a new cluster. This leads to outlier detection and enhances fairness

and robustness.

2.2.2 RBFL Rehman et al. (2025b)

Recent research has tackled the poisoning challenges in the FL process. Some existing
studies identified malicious participants by analyzing parameter updates in vulnerable
training rounds using PCA Khraisat ez al. (2025) and the defense mechanism Zhao ef al.
(2024) by grouping clients based on their model updates. Khuu et al. Khuu er al. (2024)
employed SHAP values and SVM to differentiate malicious from honest clients. To defend

against label-flipping attacks, Li et al. Li e al. (2022) utilized the local model test voting and
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pullback-Leibler divergence to detect anomaly parameters. Similarly, the data augmentation
technique is presented to defend against data poisoning attacks in data heterogeneity

situationsYin & Zeng (2024).

Various research studies have been conducted to evaluate clients’ contributions in
FLWau et al. (2024). Here are two notions we must consider, i.e., Utility functions v calculate
the importance and usefulness of coalitions, which will be used by valuation functions
¢ to output the final contribution depending on the existence of other clients’ data in FL.
Different utility and valuation function designs yield data valuations for various properties.
For instance, research in Xue ef al. (2021); Wang et al. (2019) uses the influence function
to estimate client influence on global models, excluding specific clients and re-training to
compare results to calculate the impact, potentially raising fairness concerns. Similarly,
Xue et al. Xue er al. (2021) propose an alternative methodology to measure client influence,
excluding updates during aggregation in training rounds. However, this approach may
create unfairness, as it doesn’t affect the global model’s performance if two clients have

similar influences.

Other existing approaches Ghorbani & Zou (2020); Li er al. (2024); Ghorbani & Zou
(2019); Jia et al. (2019); Chen et al. (2020); Lyu et al. (2020) depend on the global model’s
validation accuracy to calculate the performance. In most FL scenarios, the aggregator server
has no test data to measure performance. Sun et al. Sun ef al. (2023) proposed a correlation
and data volume-based contribution estimation approach. They measure the participant’s
data quality by combining the data quantity and correlation scores. However, a large dataset
is not the data quality measuring criterion because large data can have redundant data,
and a small data volume can have high-quality data. In contrast with influence-based
methodology, Sim et al. Sim ef al. (2020) proposed a fair incentive mechanism based on

client contribution, quantifying model quality by reducing uncertainty before and after
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training on local data. For the marginal contribution estimation, most of the studies Wang
et al. (2020); Shapley (1953); Chen et al. (2024) employed SV, providing fairness ; however,
it is computationally costly and challenging to apply in practice due to multiple client

permutations.

Collaboration-based approaches use data utility functions to quantify marginal contri-
butions. A robust volume-based matrix Xu et al. (2021b) is proposed as an alternative to
validation accuracy-based approaches. It takes robust volume to measure the data utility
and Shapley value for estimating the marginal contribution. In the same context, Xu et al.
Xu et al. (2021a) presented their study based on the gradient similarity as a utility function
and Shapley value for the marginal contribution. Several studies Shi ez al. (2021); Zhang
et al. (2024); Ghosh et al. (2024); Siomos & Passerat-Palmbach (2023) utilize the different
variants of Shapley value as data valuation matrices because of their fairness properties.
However, due to its computationally expensive nature, it is impractical to apply it in real
cases when the number of clients is large. To mitigate the shapley expensive retraining
computation, Liu et al. Liu er al. (2022) employed the GTGShapley approximation. It
involves creating numerous aggregated FL sub-models, which incorporate local model up-
dates from various combinations of FL participants. However, it did not provide robustness

and security for their proposition.

2.3 CONCLUSION

This chapter describes the fundamental concepts required for a thorough comprehen-
sion of our methodology. The chapter begins with an overview of collaborative learning,
followed by the introduction of concepts including Fairness, Robustness, Cosine Similarity,

and Shapley Value. Subsequently, it presented pertinent research studies that had been
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previously proposed in a comparable field to ours. The subsequent sections elaborate on

these notions to explain the experimental technique and the set of methods studied.
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CHAPITRE III
CONCEPTUAL FRAMEWORK OF SAFE Al

This chapter (is based on my publication Rehman er al. (2026a)) will elucidate
the significance of a safe Al system and its importance and desirability for safety-critical
applications. Subsequently, we stated the Conceptual framework of safe Al, safety standards,
the guiding principles of prominent organizations, and the various fundamental pillars that

should be incorporated into a Safe Al system.

3.1 WHY IS SAFE AI IMPORTANT ?

Al has revolutionized our daily lives, encompassing smart homes, healthcare, finance,
industry, and beyond Rehman er al. (2026b). In simple terms, Al can be stated as an
automatic system that can fabricate instinctive predictions for a given set of defined objec-
tives by humans. Although Al systems have proven to be incredibly effective in various
industries. However, there are numerous concerns about these Al systems’ safety and
security, especially for critical systems. Any tiny fault or malfunction can risk substantial
loss of life, assets, environmental damage, or privacy. Some examples of critical systems
include healthcare, autonomous vehicles, and automatic plants etc. The ultimate objective
of safe Al is to control or at least overcome the polarity between safe and complex Al
systems’ improbable behavior. “Safe AI” can be defined as a system that can be operated
with a very low risk of failure and can minimize the damage experienced from unsolicited
repercussions. In a safe environment, solutions to deal with the implications of malfunction
are typically devised where areas of possible failure are identified. Let’s take the example
of autonomous vehicles ; in an exceptional case where one wheel does come off, the rest

of the system should, therefore, make sure that the vehicle slows down fairly straight and



comes to a safe halt. For an airplane case, if one engine fails, it should also be able to
continue flying on the remaining engines in the unfortunate scenario. The aircraft should
be able to smoothly glide to a safe landing if it only has one engine (for a fighter jet case,
the pilot is provided an ejector seat). While it’s frequently debatable if this method of
designing systems is always effective, every effort is typically taken to create engineered
systems that are as safe as possible. Therefore, in these scenarios, an Al system should have
a safe mechanism to at least overcome the exceptional error or malfunction that occurs
in a system. This can be even worse for the safety-critical systems and cyber-physical
systems. These limitations of an Al system deter the widespread adoption of Al systems for
safety-critical domains. Hence, the implementation of Safe Al is indispensable to increase
the user’s trust and confidence in the system. In the next section, we discuss the different
critical infrastructures & standards and how safe Al is necessary for these critical systems

to mitigate the associated risk.

3.2 SAFE AI AND CRITICAL SYSTEMS

U.S. Cybersecurity Infrastructure and Security Agency defines 16 critical infrastruc-
ture sectors : chemical, commercial facilities, communications, critical manufacturing,
dams, the defense industrial base, emergency services, energy, financial services, food and
agriculture, government facilities, health care, information technology, nuclear reactors,
transportation systems, and water and wastewater systems refer (a). Other countries also

define critical infrastructure sectors as generally the same and universal.

In recent years, the application of Al in critical systems has surged, enhancing patient
outcomes in healthcare, optimizing transportation through self-driving cars, and improving
energy efficiency in electricity generation. Al assists medical professionals by analyzing

patient data, while in manufacturing, it helps monitor production processes for efficiency.
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Besides the many advantages of Al in critical systems, it comes with several potential
risks and challenges. As Al technologies advance and become increasingly incorporated
into diverse facets of our daily routines, ensuring Al safety is essential. The advancement
of Al capabilities generates concerns about unintended consequences and potential exploi-
tation. If not sufficiently developed, monitored, or regulated, it may result in significant
errors, propagate biases, or be exploited for malicious intent. It is essential to identify the
possible glitches in the system, continually monitor and conduct risk assessments, and
manage these accordingly. It’s crucial to emphasize the clear distinction between safety
and reliability. Reliability concerns the frequency of system failures, while safety focuses
on the consequences of such failures. However, strong correlations exist between these
concepts. To ensure reliability and safety, developers must comprehend the outcomes,
encompassing the systems and their components under all circumstances. Adhering to
various best practices and ethical considerations is imperative to mitigate potential risks

and challenges associated with deploying Al in critical systems.

Many ethical and human concerns related to Al arise from weak security measures,
model malfunctions, unauthorized data access, and integrity issues. Various countries, inclu-
ding Australia, Canada, Turkey, the UK, the US, New Zealand, and the Netherlands, have
passed privacy legislation Government (2024). For example, the US government passed
the Health Insurance Portability and Accountability Act (HIPAA) in 1996 to enhance the
security of healthcare data refer (b). Similarly, the General Data Protection Regulation
(GDPR) was implemented in 2018 to replace the Data Protection Directive (DPD) in the
European Union (EU) (GDPR). The GDPR introduced extensive laws for data protection
and privacy Goddard (2017). These regulations empower individuals ; however, the effec-
tiveness of these regulations varies. There is a pressing need for standardized Al safety

protocols, as current international rules provide limited guidance for assuring Al-based

21



safety, despite proposed principles from various organizations aimed at managing Al risks.

There are specific international rules and standards defined for safe critical systems (Al &

non-Al), which can be seen in the Table. 3.1.

TABLEAU 3.1 : Safety Standards across various domains, sectors, and system types

Safety Standard
Domain Sector Functional | Heteronomoudutonomous Al Stan-
Safety dards for
Safety
Systems
Space ECSS-Q-
ST-
Transportation 30C/40C
Railway EN 5012x IEC 62290, IEC 62267
Avionics ARP 4754, ASTM F3269-21 (ARP
DO-178C, 6983)
DO-254
Automotive | ISO 26262 | ISO/PAS | ISO 4804, (ISO/AWI
21448 ISO 5083, PAS 8800)
UL 4600
Robotics I1SO
10218-1
Industrial | \jining & | 1SO 19014 | ISO 17757, ISO 16001, ISO 18758-2
Earth Moving
Machinery
Industrial ISO ISO/TR 22100-5, ISO 3691-4
Machinery 13849-1
Agriculture | ISO 25119 ISO 10975, ISO 14897
Generic IEC 61508 VDE-AR-E 2842-61 (Iso
5469)

Next, we discussed the taxonomy of SAFE Al in light of different organizations’

principles and attributes. Then, we elaborate on the important pillars in detail.
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3.3 TAXONOMY OF SAFE AI

3.3.1 WHAT IS SAFE AI IN ACTUAL?

The term "SAFE AI" lacks a standardized definition in Al but encompasses various

interpretations linked to Al risk management frameworks. The National Institute of Stan-

dards and Technology (NIST) has established eight features and principles for trustworthy

Al systems of Standards & (NIST,N), while the OECD lists four essential principles

for risk mitigationfor Economic Cooperation & (OCED). US Executive Order 13960

requires reliable Al systems based on specific principles. The UK’s recent report on Al

safety identifies risks and suggests mitigation strategies, and the EU’s Ethics Guidelines for

Trustworthy Al provide seven fundamental principles.

Category of NIST Taxonomy = OECD Al Principal EU Al Attributes US EO 13960
Risk
Accuracy Robustness Technical-Robustness Purposeful and Performance-
Technical - _ driven
. Reliability Security
Destgn Accurate, Reliable, and Effective
Attributes Robustness

Secure and Resilient
Security & Resilience
Fairness Traceability to Human Human Agency and Lawful and Respectful of our
value oversight nation’s values
Accountability

Transparency and Data governance Responsible and Traceable
Guiding Transparency Responsible
Principals for Transparency Regularly monitored
Trust- Accountability Diversity and fairness .
. ransparent
worthiness Environmental and
Societal well-being Accountable
Accountability
Privacy Safety Safe
Safety
. . Safety Privacy Understandable by subject
Socio-technical matter, experts, users, and others
Attributes Explainability Non-discrimination

Interpretability

Absence of Bias

UK Risk Mitigation
Approaches

Training of Trustworthy
model

Mitigating Biases &
Improving Fairness

Privacy

Security

Risk Assessment &
Management

Monitoring & Intervention

FIGURE 3.1 : Taxonomy of Safe AI proposed by different Organizations
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In light of these taxonomies, principles, and properties (which can be seen in Fig
3.1), we define the interpretation of SAFE Al, which states that an Al solution must be
robust, fair, secure, reliable, accountable, address ethical concerns, and be explainable to
human users. These factors must be considered to build a safe Al system, especially for

safety-critical domains.

The rest of the chapter will discuss the four most important pillars to make the system
safe, i.e., fairness, robustness, transparency & accountability, and the important one that Al

researchers neglect is Al alignment.

3.3.2 FAIRNESS

Fairness in Al seeks to reduce biases and discrimination, ensuring equal treatment
for individuals or groups across diverse social, cultural, and demographic parameters. It is
a fundamental principle of Al development aimed at enhancing social justice and equality
while mitigating harm to vulnerable or marginalized groups Caton & Haas (2024). Fairness

can be divided into two categories (see Fig. 3.2).

According to individual fairness, Al systems must treat similar individuals equally,
irrespective of their specific traits. It emphasizes tailored treatment based on individual
characteristics and merits rather than group membership. In contrast, Group Fairness aims
to guarantee that Al systems handle various demographic groupings (such as race, gender,
and age) equally. It seeks to provide equitable opportunities and results for all groups
while preventing discrimination or differential effects against certain groups. For example,
let’s take an example of bank data in which the demographics of its customers will vary
depending on the bank branch (formed by sensitive attribute(s), such as gender). An unfair

system in which the model performs well for the male subpopulation but cannot make an
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appropriate decision for the female subpopulation. Group fairness can be further divided
into the following categories. Statistical (demographical) Parity entails that a model’s
prediction is independent of the subgroup (gender, race, etc.). In other words, the distribution
of outcomes predicted by an Al system must be constant across all demographics. It seeks
to guarantee that decisions are made without considering protected characteristics (such
as gender or ethnicity) that can produce biased results. Equalized Odd ensure that the
prediction performance of an Al system (such as accuracy, false positive rate, and false
negative rate) must be similar across all demographic groups. It aims to preserve overall

accuracy while reducing the differences in prediction errors between groups.

[ Fairness ]

v v

[ Individual Fairness ] [ Group Fairness \

:

—» Demographic Parity
—> Equalized Odds

i Predictive Parity
_»

L (Calibration)

FIGURE 3.2 : Types of Fairness

To achieve Predictive Parity (calibration), an Al system’s probability of predicting
positive results (true label) must be constant across demographic groupings, independent of
other factors. It attempts to stop decision-making biases that could favor some groups over

others.
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Research on algorithmic and procedural fairness has introduced dynamic definitions
of fairness. Algorithmic fairness concerns the standards for Al algorithms, focusing on
identifying and mitigating biases to ensure equitable outcomes. Procedural fairness ad-
dresses the fairness of the methods employed in Al development and decision-making,
highlighting the importance of transparency, accountability, and inclusivity in the design

and governance of Al systems to maintain fairness principles.

3.3.3 ROBUSTNESS

We define robustness in two key terms, namely security and robustness. Security
involves potential attacks that could induce an Al system to perform as intended or to com-
promise its functionality, either through system takeover or data exploitation. In contrast,
robustness is defined as the Al system’s capability to operate reliably even under these
attacks or unintended behaviors. It necessitates the implementation of protective measures
to safeguard Al models, datasets, and infrastructure from unauthorized access and misuse
Qayyum A (2021). Robustness can be further categorized based on various attack types

and the unintentional actions of the Al system (also shown in Fig. 3.3).

The goal of Adversarial Robustness is to protect Al systems against adversarial
attacks, where malicious actors deliberately manipulate input data to mislead the system or
induce errors in its predictions. Robust AI models must resist these attacks, functioning
accurately and consistently even when confronted with hostile inputs. Input Perturbation
Robustness ensures Al systems stay consistent and stable in the presence of noisy, distorted,
or corrupted input data. Robust models should be able to adapt well to changes in the input
data distribution, reducing the adverse effects of noise or uncertainty on their performance.
Model Robustness describes the generalization ability and stability of Al models across

diverse tasks, domains, or utilization scenarios. Robust models avoid overfitting to particular
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datasets and perform consistently & reliably under various conditions and scenarios. System
Robustness incorporates the overall resilience of an Al system, which includes data
pipelines, inference processes, model training techniques, and deployment infrastructure.
Robust Al systems must be engineered to tolerate faults, malfunctions, and disturbances,

guaranteeing consistent and dependable functioning in practical applications.

Another category is the robustness against free riders and Byzantine clients. Byzan-
tine attackers, or free riders, are those clients in centralized ML that do not contribute to
training a model ; instead, they influence training and get an updated final global model
without contributing. They can disrupt the convergence and overall performance of the
global model by sending random gradients to a central server. Additionally, because the
server cannot access the clients’ training data or keep track of their local training procedures,

it is difficult for the server to identify the Byzantine clients.

3.3.4 TRANSPARENCY & EXPLAINABLILITY

In the context of Safe Al, transparency refers to the clarity, accountability, explaina-
bility, and trustworthiness of Al systems or algorithms. It provides users or stakeholders
insight into how Al decisions are made and the factors influencing outcomes. It enhances
trustworthiness and accountability and promotes the responsible use of Al in critical systems

Siala & Wang (2022).

Transparency involves revealing Al algorithms’ logic, functionality, and inner wor-
kings so that users and stakeholders can comprehend how these systems analyze data,
generate predictions, and make decisions. Transparent algorithms make it easier to examine,
validate, and hold people accountable, which increases people’s confidence in Al systems.

To promote accountability and fairness in Al research, transparent data practices entail
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FIGURE 3.3 : Various Forms of Robustness

identifying data sources, collection methodology, processing processes, and potential biases
or restrictions. Accountability entails developing procedures for tracking and explaining Al
decisions, guaranteeing accountability for results, and providing recourse for persons im-
pacted by Al systems. The concepts of explainability and interpretability are closely related.
Explainability encompasses a broader context than interpretability. It refers to translating
or explaining an ML model’s complex behavior (black boxes) into human-understandable
terms. On the other hand, interpretability examines the workings of the inner components
of the AI/ML models to fully comprehend the reasons and methods behind the model’s
predictions. By bridging the knowledge gap between sophisticated Al models and human
comprehension, XAl techniques enable users to understand and have faith in Al-driven

results.
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3.4 AI ALIGNMENT

The perpetual advancement and evolution of Al systems necessitate the crucial task
of ensuring that their objectives align with human values, intents, and ethical norms. The
risks are exacerbated by the growing capabilities and deployment in critical domains.
When designing an Al system, it is crucial to ensure that its actions and outcomes are
consistent with human desired intentions and expectations. In a nutshell, Al alignment is
the process of guaranteeing that Al systems adhere to human values and objectives, with
a greater emphasis on the objectives of Al systems than their capabilities. As Al systems
evolve, ethical concerns emerge when their actions deviate from human expectations, a
phenomenon known as the misalignment of Al systems. To maximize AI’s benefits and
reduce its potential risks, it is imperative to address the misalignment problem Gabriel

(2020).

Some misalignment behaviors are less risky but can be dangerous in critical domains,
including medical and nuclear fusion control. Moreover, the chances of misalignment
increase as the Al system becomes more complex. For example, deep learning-based
systems have an increasingly large impact on alignment. Similarly, undesirable behaviors
exhibited by large language models (LLMs), such as providing false information, excessive
flattery, and deception, become more pronounced as the model size increases. This raises
questions regarding the control and management of advanced Al systems, raising concerns
regarding the ethical implications. The report of the Safety Summit organized by the
UK Government (2024) provides potential risks of Al to individuals and public safety &
privacy. The report also emphasizes that the effects of technology on society cannot be
adequately handled just through the use of technology. Considering Al alignment solely as
a technological issue misplaces authority and control. It is inappropriate for technologists to

be the sole decision-makers when determining which risks and values are essential. Social
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scientists should collaborate to define and specify all important human values, objectives,
and ethical implications. Alignment research and practice address the risks that result from
misaligned systems. Hence, the subsequent sections first identify the reasons and risks of

misalignment and then present the approaches used to improve the Al alignment.
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— Malfunctioning Risk

€ N

— Systematic Risk

< J

| | Utilization of
 Computing Resource )

[ Risk of Alignment ]

FIGURE 3.4 : Al alignment Risk and Causes of Misalignment

3.5 CONCLUSION

This chapter (is based on my publication Rehman er al. (2026a)) highlights the
importance of safe Al, particularly in safety-critical systems like healthcare, aviation, and
finance, where errors can have severe consequences. This chapter addresses the problem
defined in the introduction of the thesis research question 1. Safe Al is defined through
essential characteristics : fairness, robustness, reliability, and alignment with human values.
The chapter discusses the significance of these factors, their taxonomy, and associated

challenges, while also reviewing government measures to ensure Al safety. By prioritizing
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these pillars, safe Al aims to build trustworthy systems that users can rely on to operate
reliably without risking lives or significant financial loss. Together, these criteria form
the foundation of trustworthy Al and the impact of that is reflected in my research in the

chapters below.
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CHAPITRE 1V
FEDCIM : HANDLING DATA HETEROGENEITY IN FL TO IMPROVE
FAIRNESS AND ROBUSTNESS

This chapter (is based on my publication Rehman er al. (2025a)) presents our ap-
proach, "FedCIM," that effectively handles non-IID data in collaborative learning, addres-
sing limitations such as predetermined cluster counts, client participation, and inferential
datasets. We introduce a clustering approach that dynamically optimizes the cluster while
improving fairness and robustness. We showed the efficiency of our approach by achieving

an accuracy of 95.33%, via an empirical investigation on diversified benchmark datasets.

4.1 FEDCIM : CLUSTER FL WITH AN ITERATIVE MECHANISM

We considered clients’ diverse data distributions as separate tasks and applied mul-
titask learning to provide personalized models for each cluster. The underlying idea is
to iteratively minimize the average training loss of cluster models for all clients while

improving the estimation of cluster identification.

The overall process of our approach is illustrated in Fig. 4.1. FedCIM utilized a
standard FL system comprising a set of honest clients N = {1, ..,n} and a trusted centralized
server. The server is responsible for initializing and controlling the overall FL process. The
clients participate in the FL process upon the server’s selection and train the global model
using their local data. The objective is to learn a global model collaboratively without
exchanging the local data by minimizing a global loss function F(w). The global loss

function is the weighted average of the local loss function of N participants.



1 N
F(w)=— Fi(w 4.1
min N;pk W ( )

Where F(.) is the local loss function for a client k € N with a local dataset Dy and

ny = |Dy|. Here py is the weight of the client k such that py >=0and Y}, pr = 1.

Z fjk w; x]kvyjk) (42)

Jk=1

We consider the widely used optimized version of the FL algorithm, Federated Ave-
raging (FedAvg) McMahan et al. (2016), based on a simple model averaging aggregation
strategy. We utilize FedAvg to average the local cluster models because it allows collabo-
rative learning of a unique global model. The server uses the local updates provided by
clients during federated training rather than requesting simultaneous transmission of their
parameters. This eliminates the need for additional communication between the server and

clientsEspinoza Castellon et al. (2022).

4.1.1 TRAINING PROCESS

A classical FL training process executes the following steps until the specific stopping
criteria are met. The training process comprises multiple rounds ; each round consists of

the following three steps. A typical FL training round is as follows :

1- Client selection and parameter sharing : The server selects a subset of clients. Each
selected client downloads the latest global model parameter w; from the server. For the first

iteration ¢t = 0, every client has the same initial parameter vector as the server.
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FIGURE 4.1 : An example of the FedCIM Cluster FL process. At round t, all the selected
clients return their local model update to the server. The FL server then clusters clients based
on the similarity between their return model updates. At round t+2, FedCIM iteratively
improves the clients’ clustering.

2- Local training : Every selected client performs the local training for each local iteration
with its local dataset Dy and shares the gradient update A,(k) =W — w,(k) with the server.

3- Model Aggregation : The server takes the gradients from the participant clients, ag-
gregates these gradients to get the global model update, A; =}y, pkA,(k) and updates the

global model as w; | = w; — NA;, where 7 is the learning rate of the server.

FedAvg is limited in handling skewed data distributions across clients Zhang et al.
(2022), potentially causing suboptimal model generalization due to bias toward a client’s
skewed distribution. However, instead of averaging all the clients’ model updates, we cluster
the clients with similar data distribution. The clients in a cluster have a homogeneous data

distribution, and then aggregate client models update within the cluster. The server then
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aggregates all the cluster model updates to obtain the global model. The iterative clustering
and the outlier detection process are shown in Algorithm 1. The subsequent sections further

illustrate these processes.

4.1.2 ITERATIVELY CLUSTERING PROCESS

Our iterative clustering aims to group clients with a similar data distribution without
predefining the number of clusters or requiring the participation of all clients at every
round. Hence, we follow the delay clustering strategy for the initial fixed number of
rounds. Because the model weights usually remain significantly divergent in the initial
rounds, particularly in non-I1ID contexts. Enhancing the model’s stabilization through
several iterations of basic FedAvg can assist the global model in approaching a satisfactory
condition before using iterative clustering techniques. Moreover, premature clustering of

clients with significantly different model updates may provide insignificant clusters.

To measure the similarity between the client model updates, we employed cosine-
similarity Han ef al. (2012), a mathematical metric used to calculate the pairwise similarities
between two data points. A higher degree of similarity between the model updates of any
two clients suggests a higher level of similarity in their data distributions. In Sattler er al.
(2019), the author demonstrated that the cosine similarities using client weight updates
provided better separation than the gradient update. Hence, in our method, we compute
cosine similarities based on weight updates instead of gradients. Utilizing the similarity
matrices, we categorize clients to ensure that those within a group have a homogeneous
data distribution. The cosine similarity between two clients FL. model updates A6; and A6;

is :
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(A6;,A0;)

Cosine(A6;,A8;) = m

4.3)

It returns a scalar value range [—1, 1], where a value closer to 1 signifies an increase
in similarity and a value closer to -1 indicates greater opposition between the two data

points.

Subsequently, we employ k-medoidsPark & Jun (2009) as the clustering methodology
to categorize the N clients into distinct clusters. Because K-means clustering iteratively
finds k centroids and assigns objects to the nearest centroid, it is sensitive to outliers. In
contrast to k-means, k-medoids clustering based on the most centrally located object is less

sensitive to outliers and is more efficient in computational time.

To alleviate the need for a predefined number of clusters for the client’s clustering, we
compute the silhouette valueBelyadi & Haghighat (2021) as in equation 4.4. The silhouette
value is defined as the distance between the client i and all other clients within the same
cluster, i.e., the djy (i) means intra-cluster distance, and the distance between the client
i and all other clients in different clusters, i.e., diner(i) the smallest means inter-cluster
distance. A higher silhouette value indicates a greater likelihood of the client i being

accurately assigned to the appropriate cluster.

We now define the silhouette value of one data point i

S(i) _ dinter(i> - dintrKI(i)
max{dimm(i),dimer(i)}

Lif oy > 1 (4.4)

Where Cj is the cluster from which the data point i belongs. If there is only one cluster, then

s(i) =0, if |G| =1
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Which can also be written as :

(

1— dintra<i)/dinter(i)a if dim‘m<i) < dinter(i)

S(l) = 9 O, if dintm(i) - dinter(i)

\dinter<i)/dintra(i) - 17 if dintra(i) > dinter(i)

From the above definition, the silhouette score ranges within [-1, 1].

—1<s5(i) <1

To reduce the need for all clients to participate in every training round, after the
clustering is complete, the server selects random clients from each cluster for the next
round. After each training round, the client within the cluster follows the FedAvg algorithm
and sends the cluster’s global model to the server. The silhouette score iteratively improves
the clusters by measuring the distance between the clients of similar clusters and the
adjacent clusters. This iterative refinement of clusters allows for dynamic adaptation of the
clusters, leading to improved convergence. Upon receiving the cluster global model, the

server applies FedAvg to all the cluster models and obtains a global model.

To provide robustness and tackle malicious clients, we employed outlier detection
in our algorithm to detect potential outliers during the clustering of clients. It involves
measuring the distance between each client’s update and the centroid of their assigned
cluster. The outlier threshold parameter controls the system’s sensitivity to outliers. If the
outlier data distribution is closer to another cluster, it is reassigned to that cluster. Only
clients that cannot be reassigned to any cluster are considered true outliers and are excluded

from the aggregation process. This
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Algorithm 1 Iterative Clustering FedCIM

Require: Initial set of clients {1,...,n}, hyperparameters K,in, Knax, E, T
Ensure: Final clustering 4 and aggregated models for each cluster

1: Initialize global model % with CNN architecture

2: 6o < {1,...,n} {assign all clients to initial cluster}

3: Models <— {#;} {initialize models set with global model}

4: for each communication round r do

5:  deltas < {}

6: foreachclienti € {1,...,n} do

7: W; < W {initialize client model }

8: for epoche =1to E do

9: Update #; using SGD on local data Z;
10: end for
11: deltas < deltas U{%; — #;}
12:  end for

13:  // Clustering Phase (Fairness)
14: S < ComputeSimilarityMatrix(deltas)
15: D < 1—S8 {convert to distance matrix }
16:  best_score < —1

17:  for k = K,;;, t0 K, do

18: ., sk < KMedoidsClustering(D, k)
19: if s, > best_score then

20: C <« Cx

21: best_score < s

22: end if

23:  end for

24: // Outlier Detection (Robustness)
25:  outliers < {}
26:  for each cluster ¢; € € do

27: for each client i € ¢; do

28: Ui < MeanSimilarity (i, 6, S)
29: if Uij <7 then

30: outliers <— outliers U{i}

31: end if

32: end for

33:  end for

34: // Model Aggregation
35:  cluster_models < {}
36:  for each cluster ¢; € € do

1
37: Ve, < @Zie%’j 4
38: cluster_models < cluster_models U{chj}
39:  end for

40: WG +— |(—1€‘ Zje% ch?]

41:  Evaluate accuracy on the test set

42:  Record metrics(accuracy, |%’|, best_score)
43: end for

44: return %, cluster_models




method preserves valuable clients and is flexible and robust. Additionally, it also

improves the performance of the FL process.

4.2 EMPIRICAL STUDY

To evince the effectiveness of our proposition, an empirical investigation is conducted
using various parameter settings and data distribution scenarios. We evaluated the perfor-
mance of our approach and compared it with baseline approaches. This section presents the

empirical evaluation, results, and a detailed discussion of the findings.

4.2.1 EMPIRICAL EVALUATION SETTING

All empirical evaluations have been conducted on a machine comprised of an Intel(R)
Core(TM) 17-9700 CPU and 32GB of RAM. The implementation of our approach is based
on PyTorch Paszke er al. (2019); the baseline methodologies are also implemented using the
same library. Both the server and the clients are simulated on the same machine, supported
by the observation that the physical location of the server and clients does not influence the
performance metrics we evaluate. All the evaluations are executed five times, and we take
the average accuracy to mitigate the effect of randomness. The assessment is conducted over
100 communication rounds. We presume that 100 clients are accessible for all evaluations,

with 40% randomly selected from each cluster.

We utilized three popular image classification benchmark datasets, including MNISTDeng
(2012), FMNISTXiao et al. (2017) and CIFAR-10Krizhevsky (2009). These datasets com-
prise fixed-size images of 70 thousand handwritten digits that are in normalized size,
centered, and aligned. We divided these datasets into 60 thousand images for training and

allocated the remaining 10 thousand images for testing purposes. Both the training and
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testing datasets are assigned to the clients to maintain the proper collaborative learning
(FL) setting. The central server receives the model updates from clients and averages them

to make the global and cluster models for evaluating each client’s local dataset.

We employ a convolutional neural network (CNN) comprising two convolutional
layers of 5x5 dimensions, with the first layer featuring 32 channels and the second contai-
ning 64 channels. A 2x2 max pooling layer succeeds each convolutional layer, preceded by
two fully connected layers that produce a 512-dimensional vector and a 10-dimensional
vector, respectively, utilizing an activation function ReLLU after each convolutional & fully
connected layer and culminating in a softmax output layer to obtain the class probabili-
ties. To evaluate the effectiveness of our techniques, we utilize prominent state-of-the-art
methods, FedAvg McMahan er al. (2016) and CFL Sattler ef al. (2019), as baselines for
comparison. We have chosen these baselines because they are related to our work, especially
CFL, a fast clustering algorithm that recursively bi-partitions the two client groups based

on the diversity of the gradient update.

4.2.2 DATA DISTRIBUTION

Although these datasets are intrinsically IID, we generated non-1ID scenarios to
validate our findings. We simulate the following distinct types of data distribution settings

to comprehensively evaluate the performance of our approach.

— IID : The training and testing data are randomized and evenly distributed among
the number of clients. Each client possesses an equal number of training and testing
images with equal target classes. The training data comprises 60K examples, and the

testing data contains 10K images.
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— Non-IID Case 1 : To replicate the data heterogeneity encountered in FL., we partition
the training images into two segments per class according to specified ratios (25%,
50%, and 75%), indicating varying levels of non-IID. A single segment is partitioned
into a total number of clients, with each component of training data comprising an
identical quantity of training images from the same category. The remaining segment
is partitioned similarly, with each unit of training data comprising an equivalent
number of training photos from various categories. Every client receives two sets of
training data from each component. The testing data are also processed identically.

— Non-IID Case 2 (Single label class) : We imitate the extreme scenario in FL, wherein
each client possesses just one class of label data. The training images are equally
partitioned into a total number of clients, with each segment including training images
from the same class. The testing images undergo processing identical to that of the
training data. Each client is provided with two pieces of training data and testing data
from the same class.

— Adversarial Robustness : We establish a scenario in which we introduce random
(malicious) updates following 70 rounds of training on the FMNIST dataset. The
system undergoes training for the first 70 rounds to enable the model to sufficiently
learn from other clients before initiating the attack with an adversarial rate of 0.7%.
The adversarial rate signifies the proportion of the training dataset that has been
modified or compromised by an attacker. It is computed as the ratio of modified

samples to the total training samples.

We utilized the same SGD for all the investigations as the local optimizer, with a
local batch size of 10 and a local epoch of 10. We used the identical number of clusters

specified in the original publications for CFL. For all models, we used a learning rate of 0.1.
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However, for FedAvg, the momentum was 0.9. We assess the performance of all approaches

by calculating the average final local test accuracy across all clients.

4.3 RESULTS ANALYSIS

4.3.1 FAIRNESS

We present statistics on the distribution of test accuracy for all baseline approaches
using the benchmark datasets for all data distribution scenarios (IID, non-1ID with ratios
25%, 50%, and 75%, and non-IID with a single label class). These statistics include the
average test accuracy, the performance of the best 10% and the worst 10% user models. The
average test accuracy itself does not reflect fairness. However, the average test accuracy
of the worst 10% user models, which have the lowest performance and variance, further

supports the notion of fairness.

IID SITUATION :

Table 4.1 shows that FedAvg performed better in I1ID settings among all methods.
The CFL exhibits better accuracy, slightly worse than FedAvg, because it considers all the
clients in one cluster (as shown in Fig. 4.2(a)). This improvement is because CFL utilizes
the same aggregation and training methods as FedAvg, with the primary difference being
the clustering action. Considering the client as one cluster, it results in performance near
FedAvg. Our model performs the least, but is relatively close to FedAvg due to the iterative

nature of clustering clients.
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NON-IID CASE 1:

We notice significant variations in performance in non-IID settings. For this case, we
run the evaluation for diverse data distribution scenarios. According to Table 4.1, FedAvg
exhibits considerable fluctuations in accuracy due to the intrinsic non-1ID characteristics
of the data distributions between clients. It averages all the clients’ local models, which
critically affects the accuracy of the global model. CFL, on the other hand, is inconsistent
in clustering and did not consider data distribution case 1, as evidenced by Fig 4.2(b). It ran
the FL process for many rounds and performed clustering after it converged to a specific
point. It acts as FedAvg, putting all the clients in one cluster, which is futile for the purpose
of clustering clients. Table 4.1 shows that the performance of CFL (i.e., 92.17%) for case
N1 is better than ours. The rationale is that clients in CFL are categorized into clusters that
ensure the data is as IID as feasible within each group, significantly enhancing performance.
However, our model performs iterative clustering, yielding excellent performance (93.13%)
in diverse data distribution environments. As the data distribution increases, the performance

of our model increases linearly.

NON-IID SINGLE LABEL CLASS :

In a worst-case scenario of non-IID, each client contains data for only one label
class. Table 4.1 illustrates that our technique performs better among all approaches in the
worst-case non-1ID (single label class) scenario. The reason is that we follow the iterative
approach, which focuses on checking the outlier. Outliers are identified by calculating
the distance between a client’s gradient and the centroid of their assigned cluster. Clients
exceeding the outlier threshold are flagged as outliers. If closer, the client is reassigned to

another cluster, and true outliers are excluded. This can be seen in Fig. 4.3, which presents
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TABLEAU 4.1 : Complete Performance statistics on different data distributions for
benchmark datasets(N1, N2, N3 stands for Non-IId Case 1 and N4 shows Non-IID Case

2)
Dataset \ Method Type 11D N1 (25%) N2 (50%) N3 (75%) N4
Average(variance) 0.988(2.11e-6) 0.685(6.94e-2)  0.691(6.37e-2)  0.695(6.01e-2)  0.102(6.98e-2)
MNIST  Worst 10% 0.963 0.346 0.357 0.365 0.003
FedAvg Best 10% 0.995 0.804 0.816 0.821 0.443
Average(variance) 0.914(3.29e-4)  0.182(7.38e-4)  0.194(7.13e-4)  0.201(7.01e-4)  0.099(9.32¢-4)
FMNIST Worst 10% 0.891 0.099 0.103 0.011 0.006
Best 10% 0.960 0.407 0.413 0.419 0.351
Average(variance) 0.512(6.54e-8) 0.409(5.36e-8)  0.413(5.13e-8)  0.425(5.04e-8)  0.087(7.10e-8)
CIFAR  Worst 10% 0.204 0.187 0.193 0.199 0.002
Best 10% 0.763 0.429 0.435 0.446 0.356
Average(variance) 0.947(3.21e-5) 0.921(7.35e-8)  0.913(7.30e-8)  0.906(7.25e-5) 0.691(7.96e-2)
MNIST  Worst 10% 0.922 0.915 0.889 0.881 0.546
CFL Best 10% 0.948 0.945 0.944 0.939 0.792
Average(variance) 0.890(9.65e-5) 0.859(4.35e-4)  0.848(5.09¢-8)  0.839(5.21e-4)  0.880(7.18e-2)
FMNIST Worst 10% 0.885 0.872 0.859 0.850 0.754
Best 10% 0912 0.902 0.899 0.894 0.960
Average(variance) 0.951(7.39e-5) 0.652(5.11e-2)  0.646(5.01e-2)  0.639(5.28e-2)  0.656(6.52e-2)
CIFAR  Worst 10% 0.910 0.353 0.345 0.339 0.455
Best 10% 0.985 0.841 0.836 0.824 0.843
Average(variance) 0.938(1.36e-8) 0.915(4.08e-4)  0.920(3.99¢-8)  0.931(3.87e-2)  0.953(3.34e-8)
MNIST  Worst 10% 0.920 0.779 0.781 0.788 0.936
FedCIM Best 10% 0.961 0.954 0.958 0.964 0.993
Average(variance) 0.910(3.12e-6) 0.857(6.09¢-10) 0.864(5.99e-10) 0.875(5.72¢-10) 0.984(2.05e-6)
FMNIST Worst 10% 0.943 0.436 0.446 0.451 0.989
Best 10% 0.999 0.933 0.940 0.949 0.993
Average(variance) 0.966(1.64e-8) 0.681(6.86e-3)  0.689(6.14e-3)  0.696(5.11e-2)  0.992(2.63e-6)
CIFAR  Worst 10% 0.987 0.363 0.379 0.382 0.992
Best 10% 1.0 0.838 0.849 0.858 0.996

performance per round, silhouette score, and number of clusters per round. We noticed that
FedAvg performs poorly when facing severe cases of non-1ID. Conversely, CFL shows
improved performance, worse than the FedCIM approach. Fig. 4.2(c) indicates that CFL
runs a normal FL process for some initial rounds and then starts clustering based on client
similarity and bi-partitioning criteria until a specific condition is met. However, we can see
in the figure that CFL clustered one client into multiple clusters and did not consider some
clients in the clustering process. In this CFL setting, we set the number of clients to 10 to
show the results on the graph. The result raises a serious concern for the performance and

efficiency of CFL.

44



The results indicated that our iterative clustering method improves performance under
non-IID conditions. However, under extreme non-1ID situations, the iterative process, in

conjunction with an outlier detection process, yields significantly improved results.

L0 Clusterst [0, 1, 2, 3, 4, 5, 6, 7, 8, 9] Lo Clusters: ([0, 1, 2, 3, 4, 5, 6. 7, 8, 9]
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FIGURE 4.2 : CFL performance in all cases. Fig.(a) shows the performance in the iid setting ;
(b) shows the performance in the non-iid case 1 (75%) ; (c) shows the non-iid case 2.
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FIGURE 4.3 : Performance of FedCIM in Case 2. Fig.(a) shows the fairness accuracy ; Fig.(b)
shows the number of clusters per communication round, which changes according to the
change in the silhouette score (c)

4.3.2 ROBUSTNESS

This section presents the effectiveness of our method in addressing adversarial
robustness (adversarial and Byzantine attacks) through the use of the FMNIST dataset.
To illustrate the effect of adversarial clients, we established the same scenario outlined in
the preceding section. We assigned sixty percent of clients as adversaries to deliberately

alter their local model updates, consequently introducing misleading model updates into
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the global aggregation process. Our approach mitigates the impact of adversarial clients,
ensuring that they cannot influence the process. Fig. 4.4 (a) illustrates that our approach
successfully eliminates adversarial (outlier) clients and then continues the FL process. Then,
we perform the same evaluation without eliminating adversarial clients as in Fig. 4.4(b) to
exhibit the robustness (50%) of our approach. The global model improved steadily between
rounds 2 and 70, quickly converging to high accuracy before the attack. The poisoning
attack resulted in a significant decline in accuracy, revealing the model’s vulnerability
to malicious updates. To compare the performance of our approach with CFL, we run
it with the same settings as ours; CFL does not provide robustness against adversarial
clients. Fig. 4.5 shows CFL’s performance with and without adversarial clients. We ran
the normal process until the 49th communication round, and at the 50th round, we started
the attack. The result indicates that the CFL cannot handle adversarial clients, and its
accuracy decreased drastically after the attack. This shows that the conjunction of our

iterative clustering and outlier detection process helps in improving the robustness of our

approach.
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FIGURE 4.4 : Robustness of FedCIM in detecting the byzantine attack and outlier clients
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FIGURE 4.5 : Robustness of CFL for adversarial clients

4.4 DISCUSSION

This section discusses the important facts we observed during the empirical study.

4.4.1 INFLUENCE OF LOCAL EPOCHS

The number of local epochs influences the performance of global or personalized
cluster models. For instance, as shown in Table 4.2, our investigation depicts the increase in
performance with a rise in the number of local epochs. The table illustrates the correlation
between the performance of our model and the number of local epochs with three different
scenarios. A single local epoch results in fewer local updates from clients, resulting in slow
training and less accuracy than scenarios with multiple local epochs, assuming constant
communication rounds. Additionally, clients who have not received enough training may
produce erroneous inference results on the server side, which might impact clustering
quality. Conversely, as illustrated in Table 4.2, an excessive number of local epochs, 1.e., 20,
results in a decline in accuracy (88.97%) due to a significant drift between the server-side

averaged model and the clients’ local models.
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TABLEAU 4.2 : Influence of Number of Local Epochs on Performance (N1, N2 stands
for Non-IID Case 1 & Case 2)

Epoches | N1 (25%) | N1 (50%) | N1 (75%) | N2 (Single Class)
1 83.10 83.61 84.17 88.28
10 92.90 93.10 93.40 95.34
20 85.54 86.10 86.64 88.97

4.4.2 TARGET APPLICATION AND DOMAIN RELEVANCY

We have proficiently employed MNIST, Fashion-MNIST, and CIFAR-10 as bench-
mark datasets, which are conventional in ML research. These datasets offer realistic contexts
for the validation of our assessment. Our approach addresses scenarios when clients ex-
hibit diverse data distributions (e.g., geographical disparities in healthcare imaging or

personalized device usage patterns), such as :
— Healthcare : Federated training across hospitals with non-IID patient data (e.g.,
MNIST /EMNIST for medical imaging, CIFAR-10 for histopathology).

— Smart Devices : Personalized recommendations on edge devices (e.g., FMNIST for
wearable sensor data).
— Autonomous Systems : Collaborative learning across vehicles with localized data

(CIFAR-10 for road sign recognition).

MNIST and FMNIST simulate low-complexity, label-skewed settings, whereas CIFAR-10
evaluates scalability to more complex feature spaces. Future work will extend to domain-

specific datasets like CheXpert and human activity monitoring.

4.4.3 THREATS TO VALIDITY

This section examines the possible threats to the validity of the evaluation conducted

in this study through adherence to a specified set of criteria Wohlin er al. (2012). We
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investigated construct, internal, reliability, and external validity to guarantee the robustness

and generalizability of our findings.

Threats to Construct Validity, concern the correlation between theory and observa-
tions. Our study utilizes three benchmark datasets to replicate non-IID and imbalanced data
distributions. Although this dataset is used extensively in FL research, it may not adequa-
tely represent the richness and diversity of real-world data distributions. The generating
procedure of non-IID data may include biases that inadequately represent the diversity
of real-world data distributions. A possible concern is the accuracy and reliability of the
clustering algorithm. The metrics that assess the similarity of clients’ data distributions
may influence the algorithm’s efficacy. If the metrics fail to capture the true data properties
accurately, it could lead to incorrect clustering, impacting overall efficiency and accuracy.
The clustering approach may generate errors if it is not well-tuned to address the differing

levels of data imbalance across clients.

Threats to Internal Validity, Several factors may affect the internal validity of
our findings. The investigation was performed in a controlled laboratory setting with
predetermined client behavior. This may not accurately represent real-world FL scenarios
with dynamic client participation and varying data distributions over time. We performed
evaluations with various random seeds to mitigate variability and reported the average
results. The hyperparameters of our empirical study (e.g., similarity threshold, learning
rate, number of communication rounds) may substantially influence the outcomes, and we
mitigated this by performing hyperparameter tuning. Additionally, communication latency
and bandwidth in FL systems can impact performance ; we did not investigate all potential
network conditions. However, iterative clustering affects the computational complexity
of our method. Although our clustering enhances model personalization, it incurs a cost

of O (k(n - k)z) every iteration. For n = 100 and k = 5, this incurs approximately 1.2
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seconds each round on the MNIST dataset. We did not consider the time and computational
complexity in this article. To address this, we recommended two strategies. First, substitute
k-medoids with more expedient alternatives such as MiniBatch k-means O(nkd), accepting
a slight compromise in accuracy for enhanced speed. Secondly, we can diminish the
frequency of clustering (e.g., per R = 5 rounds) since client distributions evolve slowly.
Finally, the efficiency of client clustering may be affected by variables such as model

architecture or optimizer setups, which can vary across various applications.

Reliability Validity Threats, pertains to the feasibility of duplicating this study. To
guarantee reproducibility, we provided all essential information on our empirical evaluation,
encompassing dataset description, hyperparameter settings, and assessment processes. Fur-
thermore, we will publicly release our source code and implementation of the adaptive client
clustering methodology. This encompasses the FL framework, data partitioning scripts,
and clustering algorithms employed in our research. All data utilized in this empirical

investigation are accessible online !.

Threats to External Validity, concern the generalizability of our findings to real-
world scenarios. While our investigation demonstrates the effectiveness of client clustering
in simulated non-IID and imbalanced settings, the results may not generalize to all FL
applications. For instance, focusing on a specific set of clients and datasets may not fully
represent the heterogeneity of data distributions in practical deployments, such as healthcare
or finance. Furthermore, our investigation assumes a controlled environment with reliable
client and central server communication. However, clients’ behavior in FL systems, such
as device heterogeneity, network conditions, and device failures, may vary in real-world
applications, potentially limiting the generalizability of our findings to specific contexts.

The method’s scalability to larger clients or complex data distributions is not fully explored,

1. https ://github.com/FedCIM/FedCIM
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and additional constraints, such as privacy-preserving mechanisms, could influence the

effectiveness and efficiency of the proposed method.

4.5 CONCLUSION

We presented an efficient approach (my publication Rehman ez al. (2025a)) to improve
the fairness and robustness of federated learning models by handling data heterogeneity.
This chapter addresses the problem defined in the introduction of the thesis research
question 2. We proposed the use of iterative clustering, which iteratively enhances the
clustering process. We evaluated our approach empirically and showed how it improved the
fairness and robustness of federated learning models. Concretely, our technique outperforms
FedAvg and CFL under various evaluative conditions. For iterative clustering, the time
and computational cost are higher than those of others. Conversely, minimizing resource

consumption in clustering will be essential for future improvements.
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CHAPITRE V
RBFL : SECURING FL AGAINST DATA POISONING USING A
REPUTATION-BASED APPROACH

This chapter (is based on my publication Rehman ef al. (2025b)) introduced a fair
contribution evaluation approach that employs Cosine-Gradient to evaluate the coalition and
TMCShapley to fairly estimate each client’s marginal contribution. We utilize a reputation-
aware mechanism to guarantee the credibility of the client’s input and collaboration ro-
bustness against malicious or free-rider clients. Our empirical examination demonstrates
the efficacy of our methodology in the healthcare domain and across several benchmark

datasets, attaining robustness with an accuracy of 92% while preserving accuracy.

5.1 METHODOLOGY

We presented an efficient reputation-based approach (RBFL) for securing the FL
process by evaluating the client’s contribution in training the global model. Our proposed
approach employs two functions for coalition quality estimation and each client’s marginal

contribution. It provides adversarial robustness against poisoning and free riders.

5.1.1 PROBLEM SETTINGS

We consider a standard FL setting with N numbers of malicious clients with local
data to train a global model. An honest central server having a reputation history of clients
that aggregates the client’s local model update to produce a global model. Our approach
aims to estimate the quality of the coalition S C N between clients. Based on the quality of

this grand coalition, fairly evaluate the contribution ¢; for each client i € N to training a



global model. Additionally, the center server maintains a reputation-aware mechanism to
mitigate the problem of malicious clients and free riders. This ensures that clients with low
reputations are filtered out to maintain the model’s integrity. Thus, for two clients i, j € N, if
¢i(v) > ¢;(v), then client i contributed more to utility, v then client j. The next subsections
exhibit (1) a simple training process in a typical FL system. (2) How to assess the quality
of a grand coalition. (3) Based on the quality of the grand coalition, how can we estimate
the fair contribution of each client ? (4) How reputation awareness maintains the history of
client updates and filters out malicious clients. We have presented an overview of these in

Fig. 5.1.

5.1.2 TRAINING PROCESS

We utilize the commonly used FL-optimized variant Federated Averaging (FedAvg)
McMahan er al. (2016), which generates a global model by averaging all local model
weights received from the participants’ clients based on the number of samples used for trai-
ning. We utilize FedAvg to average the local model updates because it allows collaborative
learning of a unique global model. A classical FL training process executes the following
steps until the specific stopping criteria have converged. The training process comprises
multiple rounds ; each round consists of the following three steps. A typical round for a

coalition S C N is as follows.

1- Client selection and parameter sharing : The server selects a subset of clients. Each
selected client downloads the latest global model parameter w; from the server. For the first
iteration ¢ = 0, every client has the same initial parameter vector as the server.

2- Local training : Every selected client performs the local training for each local iteration

(k)

with its local dataset Dy and shares the gradient update At(k) =w; —w, ~ with the server.
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3- Model Aggregation : The server takes the gradients from the participant clients, aggre-
gates these gradients to get the global model update, A; = Y,y pkAt(k), and updates the

global model as w; | = w; — NA;, where 7 is the learning rate of the server.

Upon aggregation, the server calculates the utility of this coalition and estimates the
individual contribution based on that utility. Additionally, the server maintains a client’s

reputation history based on the gradient update received from the clients.

5.1.3 COSINE GRADIENT DATA UTILITY

To evaluate the utility of a coalition of clients, the server employed a cosine gradient
to measure the alignment between the gradients of two models in the gradient aggregation
phase. In each FL iteration, the gradient vectors represent how the model changes throu-
ghout this round of training. In this context, the utility of a coalition between clients is
evaluated by computing the cosine similarity (from Equation (4.3)) between the gradient of
the global model Vw; and the aggregated parameter update }; . ¢ Vw! of the coalition. The

utility of the coalition S is :

V(S) = CosineGradient(Vw;, Y, Vw}) (5.1)
ieS

A higher degree of similarity between the global model and the gradient update of
the model trained on coalition S suggests a higher level of data usefulness for S. Later,
this utility function facilitates the valuation function to estimate each client’s marginal

contribution.
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5.1.4 CONTRIBUTION ESTIMATION

In assessing a participant’s contribution inside the FL paradigm, direct access to
their local data is strictly forbidden. Consequently, the contribution assessment process is
conducted without analyzing local data. SV solely necessitates that the final utility attained
by the coalition be computed. This enables it to be a practical notion for fairly evaluating
contributions in FL. For each coalition, SV provides the marginal contribution of each
client in a coalition. SV ¢; for a client i is defined as the expected marginal contribution of

the client i when joining any coalition . :

b= T V(IO V(7))

Cwell 4

where IT 4 is the set of all permutations of clients, and %% ; is the coalition of clients

preceding the client i in permutation 7.

The SV for each client i in FL can be formulated as the weighted average of their
marginal contributions in all possible coalitions of clients. Since the exact computation of
SV is computationally expensive when we have a large number of clients, we approximate

them using TMC Shapley.

TMC SHAPLEY APPROXIMATION

The TMC-Shapley method combines Monte Carlo permutation sampling with an
early stopping rule to approximate SV efficiently. Instead of evaluating all N! permutations,
sample a subset of permutations and compute the average marginal contribution over these

samples :

M
Z yﬂ:zu{} (yﬂ-’,i)]

7r:1
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where M is the number of sampled permutations, and .%%; is the coalition of clients

preceding client 7 in the 7-th sampled permutation.
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Updated model TMC-Shapley Evaluation

- Trigger on Low Reputation
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| Communication Aggregation Mechanism

. J

v

FIGURE 5.1 : Overview of the RBFL : reputation calculation, contribution evaluation,
reactive defence, and aggregation.

It set a threshold for early stopping. This represents the performance tolerance
where marginal contributions are deemed negligible. If the truncation threshold is met
and performance is stabilized (i.e., close to the full dataset performance), truncate the
permutation when the marginal contribution falls below 7. This assumes that adding more
data points beyond this point has a negligible impact, reducing the number of model

retrainings.
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Algorithm 2 Reputation-Based Filtering and Defence

1:

e e e e
AN A e
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Input : Dataset Z; number of clients N; rounds R; epochs E; learning rate 1);
reputation threshold 7 ; poison rate p ; attack start round r, ; number permutations m
Output : Final global model .Z ; Shapley values ®
Initialize R; <— 1.0 foralli € {1,...,N};set & <0
Split dataset 2 among N clients (iid / non-iid / clustered)
Select | p - N| malicious clients : &7 C {1,...,N}
Initialize global model .Z¢
for round r =1to R do
Pr—{ili¢ &}
for eachi € &, do
Set model .#; < 4
if r>r,and i € & then
Go to Label Poisoning Phase
else
Train .#; on clean D; for E epochs
end if
Compute gradient G; < A; — M
Evaluate local accuracy A;
end for

// Label Poisoning Attack Phase (only for i€ .o/)

: foreachiec &, N do

Flip labels in a p-fraction of D; randomly
Re-train .#; on poisoned D; for E epochs
Re-compute G; < #; — M
Re-evaluate local accuracy A;

: end for

. Aggregate {.#;} using FedAvg = .Z

: Compute cosine similarity matrix S;; between {G;}
: // Reputation Update Phase

: for eachi € &, do

' ) mean(S;)
Ri+aR+(l—a)- mean(3)
: end for
// Reactive Filtering Phase

. if r > r, and reactive defense enabled then

for eachi € &, do
ifi e o/ and | &, —|</| > 4 then
&« &U{i}
end if
end for

: end if

: // Shapley Valuation Phase

: Estimate ¢; for all i using TMC-Shapley with m permutations 57
: Record : global accuracy, reputations {R;}, local accuracies {A;}, Shapley values {¢;}

: end for
: return .Zg, P




5.1.5 REPUTATION CALCULATION

To introduce reputation awareness, after each round of training, compute the cosine
similarity between each client’s gradient and the global gradient. Based on the direction of
the gradient of the client updates, the reputation score is assigned. Reputation scores are
maintained throughout the training rounds and updated based on contribution values. We
define a threshold 7 to filter out clients with low reputation scores. The client is filtered
out in subsequent rounds if the reputation score is below the threshold 7. Filtering out
low-reputation clients improve the global model accuracy, demonstrating the integrity of
the filtering mechanism and the ability to protect the global model from low-quality updates.
Clients with high reputations consistently contribute positively, while the free-riders and
malicious clients are filtered out. Algorithm 2 shows the reputation filtering mechanism

securing the FL process from poisoning attacks.

5.2 EMPIRICAL STUDY

To evince the effectiveness of our proposition, an empirical investigation is conducted
using various parameter settings and data distribution scenarios. We evaluated the perfor-
mance of our approach and compared it with baseline approaches. This section presents the

empirical evaluation, results, and a detailed discussion of the findings.

5.2.1 EMPIRICAL EVALUATION SETTING

All empirical evaluations have been performed on a machine comprised of an Intel(R)
Core(TM) 17-9700 CPU and 32GB of RAM. Both the server and the clients are simulated on
the same machine, supported by the observation that the physical location of the server and

clients does not influence the performance metrics. All evaluations are executed five times,

58



and we take the average accuracy to mitigate the effect of randomness. The assessment is
conducted over 100 communication rounds. We presume that 100 clients are accessible for

all evaluations, with 50% randomly selected.

We used well-known benchmark datasets, including MNIST Deng (2012), Fetal-
Health de campos et al. (2000), and adult Becker & Kohavi (1996) datasets. The popular
MNIST image classification benchmark comprises fixed-size images of 70 thousand hand-
written digits in normalized size, centered, and aligned. Divide the dataset into 60 thousand
images for training and allocate the remaining 10 thousand digits’ images for testing
purposes. The training and testing datasets are assigned to clients to maintain a proper
collaborative learning setting. We employ a simple neural network using the Keras Sequen-
tial API, designed for flexibility with varying input shapes and class numbers. The model
begins with a flattened layer that transforms the input data, specified by the input shape
parameter, into a one-dimensional vector. This is followed by two fully connected layers,
128 and 64 units, employing the ReLLU activation function. The final output layer has 10
units, utilizing a softmax activation function to generate class probabilities for a specific

classification task.

To evaluate the effectiveness of our approach, we compare our approach with the
prominent state-of-the-art methods, FedAvg McMahan er al. (2016), Leave-one-outKearns
& Ron (1999), and Shapley ValueWang er al. (2020). We have chosen these baselines

because they are related to our work.

5.2.2 DATA DISTRIBUTION

Although all the utilized datasets are intrinsically IID, we generated non-IID scenarios

to validate our findings. We simulate the following distinct types of data distribution settings
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to evaluate the performance of our approach comprehensively. Here, we present the example

of the MNIST dataset. However, other datasets follow the same distribution settings.

— (i) S1-IID : The training and testing data are randomized and distributed evenly
among clients, each having an equal number of training and testing images with
equal target classes.

— (ii) S2-Non-IID : To replicate FL data heterogeneity, training images are divided
into two segments per class, each consisting of identical training images from the
same category. The remaining segment is divided similarly, with each unit of training
data containing an equal number of training photos from different categories. Clients
receive two sets of training data from each component, and testing data are processed
identically.

— (iii) S3-Single Label : We replicate FL'’s extreme scenario, where each client has
one class of label data, with training images divided into clients and testing images
processed identically, providing two pieces of data from the same class.

— Poisoning Attack : To perform a poisoning attack, we create a scenario in which we
inject the label poisoning attack after 70 rounds of training using the MNIST dataset.
The system is trained for the initial 70 rounds so that the model learns enough from
other clients and then launches the attack with a poison rate of 0.7%. The poisoning
rate denotes the fraction of the training dataset altered or compromised by an attacker.

It is calculated as the ratio of poisoned samples to the total training samples.

5.3 RESULT ANALYSIS

5.3.1 PREDICTIVE PERFORMANCE

Table 5.1 summarizes the average test accuracy of the global model trained by each

client’s local data obtained on benchmark datasets against three different data distribution
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settings. This table highlights the significant influence of the dataset’s characteristics on

performance.

In IID distribution (S1), FedAvg performed better than other methods in all datasets
(i.e., 97.17%, 91.21%, 92.30% respectively). This is because it averages the model update
from all the clients based on the data contributed to their model training. For MNIST, our
Shapley variant shows better performance after FedAvg. LOO and SV demonstrate better

performance, followed by FedAvg for other datasets.

In the non-1ID (S2) setting, we noticed significant variations in performance. Ac-
cording to Table 5.1, FedAvg exhibits considerable fluctuations in accuracy due to the
intrinsic non-IID characteristics of the data distributions between clients. It averages all
the clients’ local models, which critically affects the accuracy of the global model. On the
other hand, our approach achieved better accuracy (91.97% & 85.88%) for the MNIST and
Adult datasets. This is because the utility function and reputation mechanism up-weight the
clients who contributed more to the model training with high similarity to the global model.
However, SV shows better accuracy in the FetalHealth dataset (i.e., 91.55%). Our model per-
forms better with an increased dataset size than with a small dataset because TMC-Shapley

requires excessively high Monte Carlo iterations to produce reliable estimates.

In a worst-case scenario (S3), each client contains data for only one label class. Table
5.1 illustrates that our approach surpasses alternative methods significantly, especially
when dealing with more heterogeneous data partitions. This may be attributed to reputation-
weighted aggregation, which can dynamically increase the weight of the clients who
contribute more, suggesting that they possess better local data. For the Fetalhealth dataset,
SV surpasses our approach with an accuracy of 92.25% because we have noticed that our

approach outperforms others with large datasets.
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TABLEAU 5.1 : Performance Comparison of RBFL with the Baseline (Accuracy)

Methods MNIST ADULT FETAL_HEALTH

S1 S2 S3 S1 S2 S3 S1 S2 S3
FedAvg 9717% 72.94% 70% | 91.21% 72.39% 3% | 92.30% 79.73% 78.30%
LOO 97% 90% 88% 86.01% 8521% 85.24% | 89.91% 89.20% 89.90%
SV 95% 89% 90% 80% 7% 1% 92.09% 91.55% 92.25%
RBFL(SV) 97.11% 70.06% 96.77% | 85.43% 85.38% 85.40% | 88.50% 84.52% 89.20%
RBFL(TMC) | 9530% 91.97% 96.81% | 85.72% 85.88% 85.84% | 87.80% 88.17% 89.26%

5.3.2 ADVERSARIAL ROBUSTNESS

This section presents the effectiveness of our approach in handling adversarial robust-
ness by utilizing the healthcare dataset (FetalHealthde campos ef al. (2000)). To demonstrate
the impact of adversarial clients, we set up the same scenario as described in the previous
section for both non-1ID S2&S3 data distributions. We assigned sixty percent of clients
as adversaries to intentionally flip a fraction of their local data labels to inject misleading
model updates into the global aggregation process. Fig. 5.4 (a) & Fig. 5.5 (a) shows the
performance when our approach filtered and eliminated adversarial clients by maintaining
a reputation mechanism to reduce the effects of malicious client updates. Then we perform
the same evaluation without eliminating adversarial clients as in Fig. 5.4(b) & Fig. 5.5
(b) to exhibit the robustness of our approach. Before the attack, the global model rapidly
converged to high accuracy, steadily improving between rounds 2 and 70. However, the
poisoning attack led to a massive drop in accuracy, indicating the model’s vulnerability
to malicious updates. Fig. 5.4 (b) shows the performance before and after recovering
from the poisoning attack for non-I1ID S2. Our approach recovered from the effect of the
poisoning attack, with global accuracy reaching around 70% at round 100. However, our
solution achieves accuracy near the pre-attack levels, which is around 88%. This indicates
that the system was unable to recover from the poisoning attack fully, and the negative

impact persists despite gradual recovery. For the non-IID S3, our approach exhibits a much
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improved performance of 90% accuracy, which is quite close to the accuracy before the
attack starts. The application of reputation filtering improves model accuracy, enhancing
stability and robustness. This process reduces the influence of malicious clients, making
the system more resilient even in the presence of data poisoning attacks. We compare the
performance of our approach with Khuu er al. (2024), which employed explainable Al
(SHAP) to detect poisoned clients. We chose this approach for our comparative evaluation
because it’s quite close to our approach and was recently proposed. They compute SHAP
values for each client’s model update, allowing the server to distinguish anomalous updates
by comparing client explanation vectors. The issue with this approach is that the server
needed a reference dataset to compare the client’s model updates. Fig. 5.2 & 5.3 shows
the performance of Khuu ef al. (2024) with and without handling the poisoning attack for
both data distribution cases. We ran the experiments with the same settings as ours and
compared the results. Fig. 5.2 indicates that the SHAP-based approach performs better in
non-IID S2 than ours. However, in the worst case S3, where every client has only one label
class, the SHAP-based approach could not handle adversarial clients, and the accuracy
decreased drastically after the attack, as in Fig. 5.3. This approach uses a one-shot explainer
to detect an attack after just one affected round. This is because the defense mechanism
uses an SVM classifier on the SHAP vectors to separate poisoned updates from normal
ones. This means the server performs a client-level inspection of model contributions
each round, which is computationally expensive. However, our approach does not catch
malicious updates immediately ; the global model may suffer temporary degradation before
recovery. Hence, our approach shows much improved performance for the extreme case of

data heterogeneity.
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FIGURE 5.2 : SHAP adversarial robustness for non-IID S2 (FetalHealth Dataset).
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FIGURE 5.4 : RBFL adversarial robustness for non-IID S2 (FetalHealth Dataset).
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FIGURE 5.5 : RBFL adversarial robustness for non-IID S3 (FetalHealth Dataset).
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5.4 DISCUSSION

This section discusses the main facts we observed during the empirical study.

5.4.1 APPROXIMATION OF SHAPLEY VALUE

Since the calculation of SV is computationally expensive when we have a large

number of clients, we utilize its approximation, i.e., TMC Shapley. We compare the

performance of the SV with its TMC-Shapley approximation on the Adult dataset. Fig. 5.7

shows that TMC-Shapley approximates the contribution values well and achieves a similar

or slightly better global model accuracy than SV.
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FIGURE 5.6 : Time Comparison : Simple Shapley vs TMC-Shapley (Adult Dataset).
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It converges faster, reaching over 85.5% accuracy by round 4, while SV only reaches
this point around round 7. Fig. 5.6 highlights the computational benefit. TMC-Shapley
consistently requires less time — between 132 and 152 seconds per round — compared to
235 to 260 seconds for SV. The TMC-Shapley method closely approximates the simple
SV evaluation in terms of accuracy while reducing the computation time by over 45% on
average. Although some individual client contributions differ in magnitude due to random
sampling, the overall accuracy improvement is comparable, validating the efficiency of

TMC-Shapley.

5.4.2 IMPACT OF REPUTATION FILTERING

Our empirical evaluation reveals important findings on the performance and robust-
ness of our approach under adversarial conditions. The label poisoning attack significantly
reduced accuracy after the 70th round. Reputation filtering improved model accuracy li-
nearly, excluding unreliable or adversarial updates. A crucial aspect of our reputation-based
filtering mechanism is the selection of the reputation threshold, 7. This threshold directly
impacts model security and accuracy, as it determines which client updates are considered
trustworthy enough to be aggregated. If 7 is set too low, adversarial or low-quality client
updates may persist, undermining global model performance. Conversely, an overly strict
threshold may exclude legitimate contributors, reducing data diversity and collaborative

efficacy.

To select 7, we performed a grid search over [0.7,0.95] for all benchmark datasets
and data partitioning scenarios (S1, S2, S3). For each value, we evaluated (1) the rate of
adversarial client exclusion, (2) retention of benign updates, and (3) overall accuracy. For
MNIST and Adult, T = 0.85 yielded an optimal trade-off : adversarial clients were reliably

filtered following the attack, while honest clients largely remained active, preserving global
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accuracy. For FetalHealth, the optimal 7 was slightly lower (7 = 0.80), reflecting higher

heterogeneity and the need to preserve data variety.
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FIGURE 5.7 : Accuracy Comparison : Simple Shapley vs TMC-Shapley (Adult Dataset).

5.4.3 DATASET-DEPENDENT PERFORMANCE

The overall performance of our approach is intrinsically tied to the characteristics of
the underlying datasets. MNIST, with its homogeneous and high-quality data, consistently
achieves high accuracy across methods. In contrast, the Adult and Fetal Health datasets,
which exhibit significant heterogeneity, present a more challenging environment, high-
lighting the need for robust contribution evaluation and filtering mechanisms. Hence, our

approach yields better performance than other proposed approaches.
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5.4.4 LARGE SCALE SCALABILITY

Scalability is essential for FL frameworks that target hundreds or thousands of clients.
The reputation mechanism used in RBFL is computationally efficient : gradient cosine
similarities and reputation score updates only scale linearly with the number of clients

(O(n) per round), and operations can be parallelized as they are independent across clients.

The principal computational challenge is data valuation, specifically the estimation of
Shapley values. The classic SV has exponential (O(n!)) complexity, making it impractical
for large n. In contrast, TMC-Shapley enables an efficient approximation ; the number of
Monte Carlo permutations, (M), is tunable, allowing for a balance between computational
resources and valuation fidelity. Moreover, for massive-scale real-world deployment, RBFL.
can be enhanced with a clustering process where similar clients are clustered and perform

valuation at the cluster level.

5.4.5 DYNAMIC LEARNING RATE ADAPTATION :

An important design feature of the RBFL is its ability to dynamically adapt the
learning rate in each communication round. Specifically, the learning rate is scaled propor-
tionally to the number of participating clients : it increases when fewer clients contribute
and decreases when more clients are involved. This ensures that updates remain meaningful

and stable across different client activity levels.

In contrast, traditional FL strategies such as FedAvg typically use a fixed learning
rate, which can lead to slow learning when client participation is low or instability when
too many heterogeneous updates are aggregated. Our adaptive mechanism addresses this by
maintaining consistent progress across rounds without manual tuning. This proves especially

useful in realistic FL deployments where client availability may fluctuate significantly.
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5.5 THREATS TO VALIDITY

In this section, we discuss the possible threats to the validity of the evaluation
conducted in this study through the adherence to a specified set of criteria Wohlin e al.
(2012). We investigated construct, internal reliability, and external validity to guarantee the

robustness and generalizability of our findings.

Threats to Construct Validity, concern the correlation between theory and observa-
tions. Our study utilizes three benchmark datasets to replicate non-IID and imbalanced
data distributions. Although these datasets are used extensively in FL research, they may
not adequately represent the richness and diversity of real-world data distributions. The
generating procedure of non-IID data may include biases that inadequately represent the
diversity of real-world data distributions. A possible concern is the accuracy and reliability
of the reputation mechanism. The metrics that assess the data utility may influence the algo-
rithm’s efficacy. If the metrics fail to capture the true contribution of the clients accurately,
it could impact overall efficiency and accuracy. Our approach may generate errors if it is

not well-tuned to address the differing levels of data imbalance across clients.

Threats to Internal Validity, Several factors may affect the internal validity of our
findings. The investigation was carried out in a controlled laboratory setting with prede-
termined client behavior. This may not accurately represent real-world FL scenarios with
dynamic client participation and varying data distributions over time. The hyperparameters
of our empirical study (e.g., reputation score, learning rate, number of communication
rounds, and clients) can substantially influence the outcomes. Small variations could lead to
significant differences in detection accuracy. The attack detection and mitigation method is
evaluated primarily against label-flipping attacks. Their generalizability to other poisoning

attacks (e.g., gradient manipulation or backdoor attacks) remains unverified. Although
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RBFL was not directly evaluated under these additional threats in this study, its cosine-
similarity-based reputation mechanism naturally penalizes update patterns that diverge
from benign behavior, causing adversarial clients’ reputation scores to drop and leading to
their exclusion. Specifically, gradient manipulation, which is designed to covertly poison
the aggregation, is expected to result in low similarity, triggering filtration. For backdoor

attacks, additional anomaly detection may be needed in tandem with reputation monitoring.

Reliability Validity Threats, pertains to the feasibility of duplicating this study. To
guarantee reproducibility, we provided all essential information on our empirical evalua-
tion, encompassing dataset description, hyperparameter settings, and assessment processes.
Furthermore, we will publicly release our source code and the implementation of the adap-
tive client clustering methodology. This encompasses the FL framework, data partitioning
scripts, contribution valuation, reputation mechanism, and security against poisoning attacks
employed in our research. All data utilized in this empirical investigation are accessible

online 2.

Threats to External Validity, concern the generalizability of our findings to real-
world scenarios. While our investigation demonstrates the effectiveness of client clustering
in simulated non-IID and imbalanced settings, the results may not generalize to all FL
applications. For instance, focusing on a specific set of clients and datasets may not
fully represent the heterogeneity of data distributions in practical deployments, such as
healthcare or finance. Furthermore, our investigation assumes a controlled environment
with semi-reliable client and central server communication. However, clients’ behavior in
FL systems, such as device heterogeneity, network conditions, and device failures, may
vary in real-world applications, potentially limiting the generalizability of our findings to

specific contexts. The threat models assume controlled adversarial behavior. In practice,

2. https ://github.com/KingMazu/NC_simple-tmc_shapley
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attackers may employ more sophisticated strategies (e.g., adaptive or colluding attacks),

which could evade detection.

We plan to conduct further evaluations with more diverse datasets and client confi-
gurations to validate the generalizability and robustness of our approach. We will also
explore the impact of different network conditions and privacy-preserving techniques on

our method’s performance.

5.6 CONCLUSION

This chapter (my publication Rehman ez al. (2025b)) introduced a reputation-based
defense mechanism for securing federated learning against data poisoning attacks. This
chapter addresses the problem defined in the introduction of the thesis research question 3.
Our approach significantly enhances global model accuracy and diminishes computational
overhead by integrating a cosine-gradient-based utility measurement with fair contribution
assessment through the Shapley Value and its efficient TMC-Shapley approximation. It also
incorporates a robust reputation filtering mechanism. Our extensive empirical evaluation
on MNIST, Adult, and Fetal Health datasets reveals that our method effectively mitigates
the adverse effects of malicious or low-quality client updates, ensuring a fair distribution of

contributions and enhanced robustness.
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CHAPITRE VI
CONCLUSION

This thesis addresses the issue of safe, secure, and trustworthy Al systems. This
thesis integrates our four key research contributions : a survey article regarding safe and
intelligent healthcare Rehman er al. (2026b), a conceptual framework of safe AI Rehman
et al. (2026a), along with my two original research studies Rehman er al. (2025a,a) that
address fairness, robustness, and security in collaborative learning for safety-critical systems.
Unitedly, we defined Safe Al and emphasized the critical importance of ensuring its safety
in industries such as healthcare, aviation, and finance, where errors might have serious
consequences. First, the research commences with a conceptual framework of Safe Al,
defined by fairness, robustness, reliability, and alignment with human values. The study
examines their significance and related challenges, as well as governmental efforts to ensure

Al safety, promoting the development of trustworthy systems.

Secondly, to ensure fairness and robustness, the development of AI models necessi-
tates sufficient training data in terms of quantity and quality to make meaningful predictions.
However, training these models requires substantial computational resources and extensive
training data. To address the issue of limited training data, researchers utilize collaborative
learning, which involves multiple smaller groups pooling their computational resources
and local data to train a global model that benefits all contributors. However, it faces two
primary challenges : (1) data heterogeneity across subgroups, which undermines fairness
and robustness, and (ii) vulnerability to adversarial threats, particularly data poisoning,
which compromises security and reliability. In this context, we proposed FEDCIM, an
innovative approach to alleviate the impact of heterogeneous data distributions, enhance

fairness and robustness through iterative clustering. Although this method shows superior



performance compared to well-known methods like FedAvg and CFL, it incurs higher time

and computational costs, which will need to be addressed in future work.

Finally, A reputation-based defence mechanism to protect collaborative learning
from data poisoning attacks is also outlined, which improves model accuracy and reduces
computational load by integrating utility measurement with fair contribution assessment.
Empirical findings indicate its effectiveness in mitigating the negative impacts of malicious
client updates, suggesting avenues for future enhancements, including dynamic reputation

adjustment and application to more complex adversarial environments.

Collectively, these contributions advance the state of the art in collaborative learning
by integrating fairness, robustness, and security into its design. By integrating theoretical
insights with practical solutions, this thesis illustrates the realization of Safe Al for safety-

critical systems.
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CHAPITRE VII
FUTURE WORK

While this thesis makes progress toward improving fairness, robustness, and secu-
rity in federated learning through the proposed FEDCIM and RBFL framework, several

important directions remain open for future exploration.

First, although FEDCIM mitigates the impact of data heterogeneity through iterative
clustering, its performance could be further evaluated under more complex and large-scale
real-world deployments. Future work may explore adaptive clustering mechanisms that
dynamically adjust to evolving data distributions over time, particularly in non-stationary
environments where client data changes continuously. Additionally, the time and com-
putational cost for iterative clustering are higher than those of others, which may limit
scalability in resource-constrained environments. Future work may explore lightweight
clustering strategies, model compression techniques, or asynchronous training schemes to

improve efficiency without compromising performance.

Second, the RBFL work primarily focuses on robustness in the presence of hetero-
geneous data and adversarial threats such as data poisoning. Extending this framework
to address a broader range of attacks—including model inversion, backdoor attacks, and
inference-time adversaries—would further strengthen the security guarantees of the system.
Integrating advanced defence mechanisms, such as anomaly detection or trust-based client
weighting, could enhance resilience against sophisticated attackers. Additionally, the dyna-
mic adjustment of reputation thresholds extends our approach to more complex adversarial

scenarios and extends applicability to non-gradient-based FL scenarios.



Third, while fairness has been considered at a global level, future research could
investigate more granular fairness notions, such as subgroup fairness or personalized
fairness constraints for individual clients. This would be particularly valuable in sensitive

domains like healthcare, where equitable performance across demographic groups is critical.

Finally, real-world validation in domain-specific applications—such as healthcare,
finance, or autonomous systems—would be an essential step toward practical adoption.
Collaborations with industry partners and deployment on real federated datasets could
provide deeper insights into the usability, reliability, and trustworthiness of the proposed

approach in operational settings.
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